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Is your organization  
prepared for NIS2? Get  
ready with TeamViewer!    
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Directive 2 (NIS2) expands cybersecurity 
requirements across the European Union. 
This directive targets operators of critical 
infrastructure and key services, requiring 
them to implement robust security 
measures and report incidents to the 
relevant authorities. For organizations 
in sectors like energy, transport, finance, 
health and digital infrastructure, NIS2 
compliance is a necessity, not an option.  

With enforcement set to take effect in 
October 2024, preparation is crucial. NIS2 
builds on earlier regulations, tightening 
supply chain security requirements and 
streamlining reporting processes. The 
consequences of non-compliance are 
severe: fines of up to €10 million or 2% 
of global annual revenue, along with 
potential legal consequences for  
management teams. 

*Please note that this overview may not be complete and does not constitute legal advice. 

NIS2 covers entities from the following sectors*:

Whether your company is an essential 
entity in public administration or an 
important entity in manufacturing,

TeamViewer’s 
enterprise-grade 
security features 
can ensure your 
compliance by 
meeting the new 
regulatory demands 
while strengthening 
your overall security 
infrastructure. 

Energy Healthcare

ICT-service 
management  

Banking  

Financial market 
infrastructures 

Public  
administration 

Transport Space Drink water

Waste  
water

Digital 
infrastructure 

Postal  
services

Waste 
management 

Chemicals  Foods Digital 
providers 

Manufacturing  Research

Essential sectors 

Important sectors 
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NIS2 presents significant challenges that organizations must address. The broader 
security requirements, especially for essential services, create a need for a solid strategy 
to protect against growing cyber threats. Implementing strong security measures across 
complex systems can be difficult, and there’s significant pressure to comply. 

Failing to do so could lead to substantial fines and legal consequences for  
leadership. Organizations must be proactive to meet these requirements and  
safeguard their interests. 

Despite these challenges, embracing NIS2 offers significant opportunities for 
organizations ready to adapt. 

Viewing NIS2 as a strategic opportunity rather than a burden allows your organization 
to turn compliance into a competitive advantage. TeamViewer can support you in 
meeting NIS2 requirements effectively, providing solutions that help you navigate these 
challenges and capitalize on the opportunities they present. 

Turning compliance into an opportunity 
for your organization 

Strengthen your overall 
cybersecurity to protect  
against emerging threats 

Proactively identify and fix 
vulnerabilities before they  
become problems 

Improve business continuity 
through enhanced incident 
response planning 

Gain a competitive edge by 
demonstrating your security 
commitment 

Build trust with customers, 
partners and vendors through 
responsible data handling 

Collaborate more effectively  
with industry peers through 
shared threat intelligence 
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compliance with NIS2 Directive 

NIS2 directive TeamViewer offers

Policies on risk analysis and information system security  
A clear framework for assessing and managing cyber threats. It focuses 
on developing targeted strategies and actions to identify, prioritize, and 
reduce risks, ensuring critical business operations stay secure.

Incident handling 
Identifying and managing cybersecurity threats in real time is essential 
for protecting digital assets. It involves coordinated actions and tools to 
detect, respond to, and minimize potential security breaches, ensuring 
the protection of digital assets and business continuity. 

Hardening guide: Comprehensive set of recommendations 
ensuring systems are configured securely. Downloadable within 
the document section.  

Professional service: Delivers expert advice to ensure 
secure and efficient use of TeamViewer, offering customized 
recommendations based on each customer’s unique needs  
and environment. 

Asset Management: Tracks every device in the network, 
including shadow IT and ‘bring your own device’ (BYOD), 
ensuring timely patches and updates rollout to maintain 
endpoint security and compliance. 

Conditional Access: Prevents unauthorized access to your 
network through granular access controls.  

Endpoint Protection: Delivers malware and web protection, 
real-time threat detection, zero-day exploit defense, one-
and-done correction, and endpoint isolation with roll-back 
capabilities to quickly address threats.  

Managed Detection and Response (MDR): 24/7/365 monitoring 
plus targeted threat hunting from a team of experienced 
cybersecurity experts. 
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and offers detailed guidance for effective threat remediation. 

Internal Product Security Incident Response Team (PSIRT): 
Partners with top-tier cyber consulting firms for continuous 
penetration testing and promptly addresses submissions 
through our Vulnerability Disclosure (VDP) and Bug Bounty 
Programs to ensure our solutions remain safe at all times. 

Security Bulletins: Provides transparent, prioritized  
updates on potential vulnerabilities, ranked from low to critical, 
allowing customers to make timely risk decisions in case of 
security issues.

Supply chain security  
Protecting digital supply chains is important, as vulnerabilities can 
impact the entire network. This underscores the need for organizations 
to enforce cybersecurity standards with their suppliers and conduct risk 
assessments to enhance overall security.

TeamViewer compliance: Adheres to NIS2, SOC2, ISO27001, GDPR, 
TISAX, and other standards, ensuring robust security and privacy. 
Customers can also review our CAIQ questionnaire to evaluate our 
security capabilities. 

Business continuity  
A strategy to ensure operations and services running during disruptions such 
as natural disasters or cyberattacks. It includes backup plans and protocols 
to maintain essential functions and ensure quick recovery from incidents. 

File backup: Enables efficient backup and recovery of essential 
data using customizable policies. Stores information securely 
in the cloud, enabling rapid remote recovery to ensure business 
continuity in critical situations. 

Remote support: Provides instant, secure access to any 
managed device, enabling rapid system recovery and remote 
troubleshooting. 

Global redundant network: Ensures service availability through 
over 1,400 global routers, offering reliable performance during 
incidents and adapting to bandwidth constraints or network 
load for uninterrupted service. 

Conditional Access setup: Offers two dedicated Conditional 
Access routers by default to minimize risks during maintenance 
and ensure high availability across 80 locations worldwide. 
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acquisition, development and maintenance  
A key element of protecting systems throughout their lifecycle. 
This involves adding security measures during acquisition and 
development, along with regular monitoring and timely updates to 
ensure data integrity. Clear communication about vulnerabilities 
helps foster collaboration in cybersecurity.

Policies and procedures to assess the effectiveness of  
cybersecurity risk-management measures 
To enhance security protocols, organizations must prioritize regular 
reviews of their cybersecurity practices. Identifying vulnerabilities and 
outdated methods becomes possible through a thorough evaluation of 
existing policies. Establishing metrics and key performance indicators 
(KPIs) allows for measuring the effectiveness of security controls and 
adapting to the evolving threat landscape.

Basic cyber hygiene practices and cybersecurity training 
Developing a security-aware culture is essential for effective 
cybersecurity management. This involves comprehensive training 
on identifying threats and reporting suspicious activities. Enforcing 
strong password policies and implementing advanced tools like 
endpoint detection and response (EDR) systems are essential  
to prevent and address security threats.

Conditional Access: Enforces granular rules at the user and device 
level, restricting inbound and outbound connections to designated 
routers while blocking all other traffic, providing customized access for 
customers and their clients. 

Remote Management (RMM): Scans installed software for 
vulnerabilities and enables automatic patching. Integration with various 
RMM tools, including Microsoft Intune, helps keep systems secure. 

Connection reports: Offers KPIs and detailed insights into 
incoming and outgoing connections, also available within 
integrations e.g. ServiceNow and Microsoft Teams, enabling 
comprehensive review of all session activities. 

Auditability: Tracks sessions with detailed logs of who accessed 
devices, when, and what actions were taken, along with session 
recordings to enhance transparency and accountability  
for businesses.
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and best practices to optimize deployment, ensuring proper 
implementation, supporting access recovery, and establishing 
effective device policies. 

Endpoint Protection: Protects your dispersed IT fleet from 
malware, ransomware and phishing attacks.  

Patch management: Ensures all devices, operating systems and 
third-party applications are patched and updated in time from a 
central location.  

Device and account management: Facilitates hygiene practices by 
allowing the deletion of devices, accounts, and connection reports 
based on permissions, including the option to remove TeamViewer 
accounts after a specified period. 

Human resources security, access control  
policies and asset management  
Security procedures for employees with access to sensitive data are 
crucial. This means putting data access policies in place and making 
sure onboarding and offboarding processes are effective. Using least-
privilege access controls, like ZTNA, minimizes risks from human error 
and credential compromise by restricting access to necessary  
resources only.

Single sign-on (SSO): Simplifies user management by automating 
on- and offboarding, reducing unauthorized access through 
centralized authentication, and allowing organizations to enforce 
specific password rules. 

Policies and procedures regarding the use of cryptography  
and encryption 
Organizations should implement end-to-end encryption for sensitive 
information accessed remotely and use a VPN or zero-trust network access 
(ZTNA) to secure data in transit. Encrypting files and databases at rest adds 
extra protection, ensuring that only authorized users can access the data.

End-to-end encryption: Secures all connections with 256-bit 
AES encryption, ensuring data is protected in transit and meets 
regulatory requirements through public key cryptography. 

Bring your own certificate (BYOC): Enables customers to 
implement their own encryption keys for secure communications, 
allowing for greater control over data security and compliance. 
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Please note the content is for informational purposes only. It should not be considered as legal guidance. 

Copyright © 2024 TeamViewer Germany GmbH and TeamViewer US. All rights reserved. www.teamviewer.com

Stay Connected

Conditional Access: Gives organizations precise, individualized 
control over asset access, determining who can reach specific 
resources, when they can do so, and for how long. 

User accounts: Supports the setup for individuals within the 
organization, allowing them to be associated with specific groups 
or teams while defining roles and permissions to control access to 
resources and actions they can perform.

The use of multi-factor authentication or continuous authentication 
solutions, secured voice, video and text communications and 
secured emergency communication systems within the entity 
Multi-factor authentication (MFA) enhances cybersecurity by requiring 
users to provide additional verification, significantly lowering the 
risk of account compromise. It forms part of identity-based access 
management, crucial for ZTNA. 

Authentication: Ensures all connections are end-to-end 
encrypted and requires robust account verification, including 
MFA and SSO options. It extends to device access, mandating a 
TeamViewer account and offering additional safeguards like  
pre-approved sessions. 

https://www.teamviewer.com/
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