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Virtual HSM (or vHSM) allows you to upgrade your infrastructure
without expensive hardware investments and provides benefits
such as crypto-agility, elasticity, and cloud readiness for
secrets and workload identity management. 

It combines the capabilities of Vault and Nitride to offer a
complete security solution. 
With vHSM, confidential computing is leveraged to ensure the
highest level of security for your secrets, keys, and machine
identities. 

Trust in hardware-rooted identities and automated workload
authentication with access control management, all provided
within a single, comprehensive package.

What is virtual HSM?
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Challenges Addressed by
vHSM

HSMs can increase the
cost of cloud-native
development projects due
to additional maintenance,
monitoring, and support
requirements. Cloud-
native applications are
cost-optimized and may
not need HSMs, which are
expensive. Consider their
cost-effectiveness before
adopting HSMs for cloud-
native development
projects.

Cloud-native applications
often use microservices
architectures and aim for
low-latency interactions.
However, physical HSMs can
introduce additional latency,
which may not be
acceptable for some cloud-
native use cases.

Operational Cost Latency Issues

HSMs may lack flexible
demand-driven scalability,
which is essential for
modern cloud-based
applications. Adding more
physical HSMs does not
align with the dynamic
needs of modern business
applications.

Scalability
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Benefits of Using vHSM

Cost Efficiency:
Elasticity helps organizations
optimize their spending. You
pay for the resources you use,
and you don't need to provision
for peak loads all the time. This
can result in cost savings
because you're not maintaining
and paying for resources that
are underutilized during off-
peak periods.
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Auto-Scaling:
Scalability enables the
automatic provisioning and de-
provisioning of resources
based on real-time demand.
When the vHSM experiences
increased traffic or workloads,
it can automatically add more
computing resources (like
virtual machines) to handle the
load. When the demand
decreases, the resources are
scaled down to save costs.



Auto-Healing:
If a vHSM fails, the vHSM can
quickly replace it with a new
cluster, maintaining service
availability across multiple
servers, data centers or cloud
service providers. Encrypted
storage is redundantly
replicated and sealed to each
vHSM instance.
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Faster Time-to-Market:
Easily add new services or
features without committing to
long-term investments. You
can quickly test and deploy
new vHSM updates and adjust
as simple as replacing a VM.

Crypto Agile:
Manage PKCS, EC, and PQ-
ready cryptography in a way
that allows for flexibility and
adaptability to changing
NIST/BSI/NATO cryptographic
standards and crypto-
analytical breakthroughs.



How Does it Work?

In the ever-changing landscape of modern business, where data
extends across many cloud ecosystems, protecting your
sensitive information knows no bounds. 

Vault stands as your vigilant sentinel in this limitless digital
realm. It gives you the ultimate authority to fortify, administer,
and harmonize cryptographic keys and secrets across diverse
cloud platforms, delivering centralized oversight and tranquility.

Vault — Easily manage Secrets across Clouds
Step into the forefront of cross-cloud key management. 

Embrace with Vault a
future where secrets
remain safeguarded,
hidden from prying eyes,
no matter where the
workload resides.

Embark on a journey to
redefine data security
and take command of
your multi-cloud
strategy. 
Welcome to the next era
in cross-cloud key
management.
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How Does it Work?

In today’s rapidly evolving landscape, where workloads are
distributed across multiple cloud environments the need for
robust identity and access management has never been greater.

Our Workload Identity and Access Management solution is your
compass in this complex journey. 

Nitride verifies the identity of confidential compute
environments, allows the enforcement of access policies to
authorize access to crucial services across diverse platforms,
keeps immutable logs for auditing and reporting, 
granting you the control and 
visibility necessary to 
navigate this new era with 
confidence. 

Welcome to a smarter, 
safer cloud computing tomorrow.

Nitride — Empower the Confidential Cloud with the unified
strength of Workload Identity and Access Management
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Case Study

Contemporary enterprises face challenges in dealing with the intricate
operations, elevated expenses, and technological inconsistencies
associated with the integration of Hardware Security Modules (HSMs)
into constantly evolving, cloud-centric data security frameworks.

HSM Cloud Migration:

Enterprise Cloud Transformation
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enclaive offers organizations the opportunity to revamp their outdated
HSM infrastructure by providing a 
unified, scalable, secure, and 
cloud-centric approach to 
data security.

The Challenge:

Established enterprises with advanced 
data security setups often find 
themselves bound to outdated 
Hardware Security Modules (HSMs), 
facing challenges in installation,
replacement, and 
day-to-day operations due to 
their intricate and outdated design. 
These legacy HSMs, with roots 
extending far into the past, lack innovation 
from well-established vendors, creating a misalignment 
with the evolving needs of contemporary organizations. 
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In the current landscape prioritizing cloud-first approaches, Software as a
Service (SaaS) solutions offer operational advantages, including
effortless scalability, straightforward upgrade processes, and user-
friendly interfaces. 

Introducing our innovative solution for Hardware Security Modules in the
cloud: a cutting-edge blend of hardware security and software agility.

Our virtual HSM (vHSM) takes the traditional trust and security anchored
in hardware and elevates it by seamlessly integrating with software-
based enclaves. This dynamic fusion allows organizations to harness the
robust security features of traditional HSMs while unlocking the benefits
of enhanced flexibility and functionality offered by enclaves. 

By shifting key functions into these secure enclaves, our solution ensures
that sensitive operations are protected within a fortified virtual
environment. 
This not only streamlines deployment and management but also caters
to the evolving needs of modern cloud-based infrastructures. 

Embrace the future of data security with a virtual HSM that marries the
reliability of hardware with the adaptability of software, providing a
comprehensive solution for organizations navigating the complexities of
the cloud era.

The vHSM Solution:

This shift reflects the growing
demand for adaptable security
solutions that align with the
automation initiatives driven by
DevOps in modern
organizations.
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The enclave vHSM integrates various data security solutions, including
HSM services, a Key Management Service (KMS), identity and access
management (IAM), and secrets management. 

This service, rooted on HSMs validated at FIPS 140-2 Level 3, leverages
the robust capabilities of confidential execution environment
technology to safeguard data in use. 

Unified, cloud-ready Key Management:

Offering the flexibility for organizations to securely store cloud encryption
keys independently from their sensitive data, regardless of its location,
enclaive adheres to stringent security standards, 
holding certifications such as 
FIPS 140-2, ISO 27001:2013, 
PCI-DSS, CIS, and SOC 2.



Deployment Options

vHSM standalone

Deploy any confidential compute-ready system in your IT
environment.
Deploy on IaaS environments that are open to support
Confidential Computing.

vHSM in the Cloud

SaaS on enclaive Cloud

vHSM can be deployed on the currently
supported clouds by enclaive:

the Hyperscalers (Azure, AWS, GCP)
Selected regional players

This is a Software-as-a-Service
(SaaS) model.
It's ready-to-use and hosted
on enclaive's cloud
infrastructure.



Conclusion

vHSM by enclaive combines traditional hardware security with
flexible software-based enclaves. It ensures high security,
scalability, and cost efficiency. 
This solution helps organizations manage cryptographic keys and
secrets across cloud platforms, enhancing their cloud strategies
and maintaining strong security standards without the need for
physical hardware.

Further Reading

For a deeper understanding of confidential computing and its
benefits, refer to the following resources:

Confidential Computing 101
enclaive Garnet
Get a free demo

For personalized advice and deployment options, contact
enclaive at contact@enclaive.io.
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https://docs.enclaive.cloud/confidential-cloud
https://chatgptfirewall.gitbook.io/chatgptfirewall
https://www.enclaive.io/get-a-free-demo-with-enclaive


enclaive enables businesses to securely protect their sensitive
data and applications in untrusted cloud environments by
leveraging the use of Confidential Computing.

Its comprehensive, multi-cloud operating system allows for Zero
Trust security by encrypting data in use and shielding
applications from both the infrastructure and solution providers.

With enclaive, businesses can confidently build, test, and deploy
a wide range of cloud applications, all while maintaining
complete control over their confidential information. 

github.com/enclaive

linkedin.com/company/enclaive

youtube.com/@confidentialcompute

contact@enclaive.io

+49 302 33 29 29 73

Chausseestr. 40, Berlin, Germany

About enclaive

Contact details

enclaive’s goal is to provide a universal, cloud-independent
technology for enclaving sophisticated multi-cloud
applications, that can be deployed with confidence and ease.


