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About DORA

The Digital Operational Resilience Act (DORA) is a regulatory
framework introduced by the European Union to enhance
cybersecurity and digital resilience within the financial
sector.

The Regulation entered into force on 16 January 2023 and will W h O S h O u ld

apply from 17 January 2025.
DORA adds to other European acts that aim to strengthen cyber m l ‘t D O RA
resilience and privacy, including the Network and Information Security CO p y O

Directive (NIS2) and the General Data Protection Regulation (GDPR).

DORA applies to the financial entities within the European Union
(EU) member states and to their ICT service providers, regard-
less of where providers are located. Some of the key entities that
should comply with DORA include:
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Banks and Financial Market Investment Insurance
other Credit Infrastructures and Fund Companies
Institutions Management
Firms
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Payment and Crypto-Asset ICT Third- Other critical
Electronic Service Party Service entities (such
Money Providers Providers as credit rating
Institutions agencies,

institutions for
occupational
retirement
provision,
crowdfunding
service providers)

bitdefendexr.com


https://www.bitdefender.com/content/dam/bitdefender/business/msp/Bitdefender-Whitepaper-NIS2-Directive-Enforcing-Cybersecurity-Capabilities.pdf?hsCtaTracking=1452a9f0-4047-44c5-be0d-395ad9a0cf6e%7C1471430e-23dc-4c3c-ba8d-3bf08a3750d0
https://www.bitdefender.com/content/dam/bitdefender/business/msp/Bitdefender-Whitepaper-NIS2-Directive-Enforcing-Cybersecurity-Capabilities.pdf?hsCtaTracking=1452a9f0-4047-44c5-be0d-395ad9a0cf6e%7C1471430e-23dc-4c3c-ba8d-3bf08a3750d0
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ICT Risk Management - Framework
for managing, and mitigating ICT risks

ICT Incident Management - Processes
for reporting and handling ICT disruptions

Operational Resilience Testing -
Continuous testing, including penetration
tests

Third-Party Risk Management -
Oversight and governance of third-party
ICT providers

Information Sharing - Collaboration to
strengthen resilience against cyber threats
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How Bitdefender supports
your Compliance to DORA
Requirements

The table below lists some key articles and paragraphs from DORA,
Regulation (EU) 2022/2554, that Bitdefender solutions can help 2. Financial entities shall, on a continuous
organizations to address, at least in part, and maps specific require- basis, identify all sources of ICT risk, in
ments to relevant Bitdefender offerings. Several implementing and particular the risk exposure to and from
delegated acts to Regulation (EU) 2022/2554 define regulatory and other financial entities, and assess cyber
technical standards that provide entities with specifications and threats and ICT vulnerabilities relevant
guidance on how to implement DORA requirements. One of these is to their ICT supported business functions,
the Commission Delegated Regulation (EU) 2024/1774, providing information assets and ICT assets.
regulatory technical standards specifying ICT management tools,

methods, processes and policies and the simplified ICT risk man-

agement framework.

Bitdefender.

Solution

DORA - Regulation (EU)
2022/2554 Requirement

Chapter 2 Section 2, Art 8.

e ae GravityZone Risk Management
— Identification

functionality identifies application
vulnerabilities, endpoint
misconfigurations, risky user behavior,
prioritizes them by severity and
enables simple mitigations. It also
computes company risk scores to
track posture improvements.

GravityZone CSPM+ identifies and
prioritizes risk from misconfigurations
and vulnerabilities related to cloud
assets.

Offensive Security Services including
pen testing and red teaming, help

to uncover misconfigurations and
vulnerabilities and assess the risk.
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DORA - Regulation (EU)
2022/2554 Requirement

Chapter 2 Section 2, Art 8.

— Identification Chapter 2 Section 2, Art. 8
- Identification

1. As partof the ICT risk management frame- GravityZone Endpoint Security

work referred to in Article 6(1), financial
entities shall identify, classify and ad-
equately document all ICT supported
business functions, roles and responsi-
bilities, the information assets and ICT
assets supporting those functions, and
their roles and dependencies in relation
to ICT risk

. Financial entities shall identify all infor-
mation assets and ICT assets, including
those on remote sites, network resources
and hardware equipment, and shall map
those considered critical.

. Forthe purposes of paragraphs 1, 4 and 5,
financial entities shall maintain relevant
inventories and update them periodi-
cally and every time any major change
as referred to in paragraph 3 occurs.

and Extended Detection and
Response solutions contribute to
asset identification by creating and
maintaining an inventory of managed
and unmanaged systems.

GravityZone CSPM+ inventories

cloud assets across a wide range of
platforms, finds misconfigurations
and maps findings to a wide set of
regulations and standards.

3.

Financial entities, other than microenter-
prises, shall perform a risk assessment
upon each major change in the network
and information system infrastructure,
in the processes or procedures affecting
their ICT supported business functions,
information assets or ICT assets.

Financial entities, other than microen-
terprises, shall on a regular basis, and at
least yearly, conduct a specific ICT risk
assessmenton all legacy ICT systems and,
in any case before and after connecting
technologies, applications or systems.

GravityZone Risk Management

and GravityZone CSPM+ easily
generate risk scores that facilitate

risk assessments by identifying the
likelihood of successful cyberattacks
compromising specific assets and
users.
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https://www.bitdefender.com/en-us/business/gravityzone-platform/
https://www.bitdefender.com/en-us/business/products/gravityzone-cspm-plus
https://techzone.bitdefender.com/en/security-layers/prevention/risk-management.html
https://www.bitdefender.com/en-us/business/products/gravityzone-cspm-plus
https://www.bitdefender.com/en-us/business/products/offensive-services
https://techzone.bitdefender.com/en/security-layers/prevention/risk-management.html
https://www.bitdefender.com/en-us/business/products/gravityzone-cspm-plus
https://finance.ec.europa.eu/document/download/7a2d42d8-4b48-4e2e-9b4c-c4e9107686d1_en?filename=dora-level-2-measures-full_en.pdf
https://finance.ec.europa.eu/document/download/7a2d42d8-4b48-4e2e-9b4c-c4e9107686d1_en?filename=dora-level-2-measures-full_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1774
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DORA - Regulation (EU) Bitdefender.
2022/2554 Requirement Solution

DORA - Regulation (EU)
2022/2554 Requirement

Chapter 2 Section 2, Art. 9

i ’ Chapter 2 Section 2, Art. 10 — Detection
- Protection and Prevention

1 Financial entities shall have in place

1. Forthe purposes of adequately protecting GravityZone Platform security

ICT systems and with a view to organising
response measures, financial entities
shall continuously monitor and control the
security and functioning of ICT systems
and tools and shall minimise the impact
of ICT risk on ICT systems through the
deployment of appropriate ICT security
tools, policies and procedures.

. Financial entities shall design, procure
and implement ICT security policies,
procedures, protocols and tools that aim
to ensure the resilience, continuity and
availability of ICT systems, in particular
for those supporting critical orimportant
functions, and to maintain high standards
of availability, authenticity, integrity and
confidentiality of data, whether at rest,
in use or in transit.

. Inordertoachieve the objectives referred
to in paragraph 2, financial entities shall
use ICT solutions and processes that are
appropriate in accordance with Article 4.
Those ICT solutions and processes shall:
(b) minimise the risk of corruption or
loss of data, unauthorised access and
technical flaws that may hinder business
activity;

(c) prevent the lack of availability, the
impairment of the authenticity and
integrity, the breaches of confidentiality
and the loss of data;

(d) ensure that data is protected from risks
arising from data management, including
poor administration, processing- related
risks and human error.

products for endpoints, email,
mobile devices, cloud, containers,
CSPM+, full disk encryption, patch
management, detection and
response, provide comprehensive
defense-in-depth to minimize impact
of ICT risk.

Ransomware Mitigation functionality
reduces the impact of potential

ransomware incidents.

The comprehensive layered security
available with GravityZone Platform
products help prevent data breaches
and data loss by reducing the
likelihood of incidents to impact data
availability, authenticity or integrity.

Offensive Security Services including
pen testing and red teaming, help

to uncover misconfigurations and
vulnerabilities that may lead to
unauthorized access, data loss or
flaws that hinder business activity.

Manxged Detection and Response (MOR)
Lervestigations Response
Thwpat Husding Recommendations
eXtended Detection and Response (XDR)
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mechanisms to promptly detect anoma-
lous activities, in accordance with Article
17, including ICT network performance
issues and ICT-related incidents, and to
identify potential material single points
of failure.

. The detection mechanisms referredtoin

paragraph 1 shall enable multiple layers
of control, define alert thresholds and
criteria to trigger and initiate ICT-related
incident response processes, including
automatic alert mechanisms for relevant
staff in charge of ICT-related incident
response.

. Financial entities shall devote sufficient

resources and capabilities to moni-
tor user activity, the occurrence of ICT
anomalies and ICT-related incidents,
in particular cyber-attacks.
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GravityZone Endpoint Detection and
Response and Extended Detection

and Response solutions are designed
to promptly detect anomalous
activity and signs of potential attacks
or security incidents. After detection,
the solutions provide human-
readable incident overviews and easy
investigation and response options.

Bitdefender Managed Detection and
Response services provide 24/7

threat monitoring, investigation

and response services. These
services extend internal capabilities
and ensure sufficient or adequate
resources are devoted to monitoring
cyberattacks and ICT incidents.
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https://www.bitdefender.com/en-us/business/gravityzone-platform/
https://techzone.bitdefender.com/en/security-layers/protection/ransomware-protection.html
https://www.bitdefender.com/en-us/business/products/offensive-services
https://www.bitdefender.com/en-us/business/products/endpoint-detection-response
https://www.bitdefender.com/en-us/business/products/endpoint-detection-response
https://www.bitdefender.com/en-us/business/products/gravityzone-xdr
https://www.bitdefender.com/en-us/business/products/gravityzone-xdr
https://www.bitdefender.com/en-us/business/products/managed-detection-response-service
https://www.bitdefender.com/en-us/business/products/managed-detection-response-service
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DORA - Regulation (EU)
2022/2554 Requirement

DORA - Regulation (EU)
2022/2554 Requirement

Chapter 2 Section 2, Art. 11
— Response and Recovery

Chapter 2 Section 2, Art. 13
- Learning and Evolving

2. Financial entities shall implement the GravityZone EDR, XDR, products and 1. Financial entities shall have in place ca- GravityZone EDR, XDR, and CSPM+

ICT business continuity policy through
dedicated, appropriate and documented
arrangements, plans, procedures and
mechanisms aiming to:

(a) ensure the continuity of the financial
entity’s critical or important functions;
(b) quickly, appropriately and effectively
respond to, and resolve, all ICT-related
incidents in a way that limits damage and
prioritises the resumption of activities
and recovery actions;

(c) activate, without delay, dedicated
plans that enable containment mea-
sures, processes and technologies suit-
ed to each type of ICT-related incident
and prevent further damage, as well as
tailored response and recovery proce-
dures established in accordance with
Article 12;

(d) estimate preliminary impacts, dam-
ages and losses;

. As part of their comprehensive ICT risk
management, financial entities shall:
(a) test the ICT business continuity plans
and the ICT response and recovery plans
in relation to ICT systems supporting all
functions at least yearly, as well as in the
event of any substantive changes to ICT
systems supporting critical or important
functions;

Bitdefender MDR services enable
organizations to effectively respond
to ICT incidents, and contain attacks,
preventing their further spread.

Forensics reporting capabilities and
visualizations within the GravityZone
EDR, XDR products make it easy to
assess impact of ICT incidents

VB TrojanValyria 447

ALERT DETAILS
Arvimalware has detected an office file that contains malicicus
Mmacres.

ARTIFACTS INWOLVED
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i Nointeractions with other entities,

pabilities and staff to gather information
on vulnerabilities and cyber threats,
ICT-related incidents, in particular cy-
ber-attacks, and analyse the impact they
are likely to have on their digital opera-
tional resilience.

4 Threat ID: BDshdigz52
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Bitdefender
Advanced
Threat
Intelligence

deliver comprehensive and simple to
generate reporting on vulnerabilities,
risks, and cyber-attacks or other

incidents impacting the organization.

Bitdefender Advanced Threat
Intelligence provides essential

information on the most relevant
threats to specific industries and
powerful search functionality to help
organizations understand and assess
the impact of potential threats to
their digital resilience.

Offensive Security Services including
pen testing and red teaming, help

to uncover misconfigurations and
vulnerabilities and analyze the
impact on the organization.
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https://www.bitdefender.com/en-us/business/products/endpoint-detection-response
https://www.bitdefender.com/en-us/business/products/gravityzone-xdr
https://www.bitdefender.com/en-us/business/products/managed-detection-response-service
https://www.bitdefender.com/en-us/business/products/endpoint-detection-response
https://www.bitdefender.com/en-us/business/products/gravityzone-xdr
https://www.bitdefender.com/en-us/business/products/gravityzone-cspm-plus
https://www.bitdefender.com/en-pl/business/products/advanced-threat-intelligence
https://www.bitdefender.com/en-pl/business/products/advanced-threat-intelligence
https://www.bitdefender.com/en-us/business/products/offensive-services
https://www.bitdefender.com/en-pl/business/products/advanced-threat-intelligence
https://www.bitdefender.com/en-pl/business/products/advanced-threat-intelligence
https://www.bitdefender.com/en-pl/business/products/advanced-threat-intelligence
https://www.bitdefender.com/en-pl/business/products/advanced-threat-intelligence

DORA - Regulation (EU) Bitdefender. DORA - Regulation (EU) Bitdefender.
2022/2554 Requirement Solution 2022/2554 Requirement Solution

Chapter 4 Digital Operational Resilience
Testing, Art 24 - General requirements for the
performance of digital operational resilience
testing

Chapter 4 Digital Operational
Resilience Testing, Art 26 - Advanced
testing of ICT tools, systems and
processes based on TLPT

1. Forthe purpose of assessing preparedness for han- Offensive Security Services 1. Financial entities, other than entities Offensive Security Services
dling ICT-related incidents, of identifying weaknesses, including pen testing and referred toin Article 16(1), first subpara- including threat led pen testing
deficiencies and gaps in digital operational resilience, red teaming, help to uncover graph, and other than microenterprises, and red teaming, help to uncover
and of promptly implementing corrective measures, misconfigurations and which are identified in accordance with misconfigurations and vulnerabilities
financial entities, other than microenterprises, shall, vulnerabilities and analyze the paragraph 8, third subparagraph, of this to ensure organizations become
taking into account the criteria set out in Article impact on the organization Article, shall carry out at least every 3 more cyber resilient.
4(2), establish, maintain and review a sound and before any deployments, years advanced testing by means of
comprehensive digital operational resilience testing major changes to an TLPT. Based on the risk profile of the
programme as an integral part of the ICT risk-man- organizations environment. financial entity and taking into account

agement framework referred to in Article 6.

2. Thedigital operational resilience testing programme
shallinclude arange of assessments, tests, methodol-
ogies, practices and tools to be applied in accordance
with Articles 25 and 26.

Chapter 4 Digital Operational Resilience Testing,
Art 25 — Testing of ICT Tools and Systems

1. The digital operational resilience testing pro-
gramme referred to in Article 24 shall provide,
in accordance with the criteria set out in Article
4(2), for the execution of appropriate tests, such
as vulnerability assessments and scans, open
source analyses, network security assessments,
gap analyses, physical security reviews, question-
naires and scanning software solutions, source
code reviews where feasible, scenario-based
tests, compatibility testing, performance testing,
end-to-end testing and penetration testing.

2. Central securities depositories and central coun-
terparties shall perform vulnerability assessments
before any deployment or redeployment of new
or existing applications and infrastructure com-
ponents, and ICT services supporting critical or
important functions of the financial entity.

operational circumstances, the competent
authority may, where necessary, request
the financial entity to reduce or increase
this frequency.

. Where ICT third-party service providers

are included in the scope of TLPT, the
financial entity shall take the necessary
measures and safeguards to ensure the
participation of such ICT third-party ser-
vice providers in the TLPT and shall retain
at all times full responsibility for ensuring
compliance with this Regulation.

. Financial entities shall contract testers

for the purposes of undertaking TLPT
in accordance with Article 27. When fi-
nancial entities use internal testers for
the purposes of undertaking TLPT, they
shall contract external testers every three
tests.

bitdefendexr.com


https://www.bitdefender.com/en-us/business/products/offensive-services
https://www.bitdefender.com/en-us/business/products/offensive-services

DORA - Regulation (EU)
2022/2554 Requirement

Chapter 4 Digital Operational
Resilience Testing, Art 27

Financial entities shall only use testers for the carrying

out of TLPT, that:

(a) are of the highest suitability and reputability;

(b) possess technical and organisational capabilities and
demonstrate specific expertise in threat intelligence,
penetration testing and red team testing;

(c) are certified by an accreditation body in a Member
State or adhere to formal codes of conduct or ethical
frameworks;

(d) provide an independent assurance, or an audit report,
in relation to the sound management of risks associated
with the carrying out of TLPT, including the due protec-
tion of the financial entity’s confidential information and
redress for the business risks of the financial entity;

(e) are duly and fully covered by relevant professional
indemnity insurances, including against risks of mis-
conduct and negligence.

Commission Delegated Regulation (EU) 2024/1774,
Title 2, Chapter 1, Section 4, Art. 6

2. Financial entities shall design the policy on encryption
and cryptographic controls referred to in paragraph 1
on the basis of the results of an approved data clas-
sification and ICT risk assessment. That policy shall
contain rules for all of the following:

(a) the encryption of data at rest and in transit;

(b) the encryption of data in use, where necessary;

(c) the encryption of internal network connections and
traffic with external parties;

(d) the cryptographic key management referred to in Article
7, laying down rules on the correct use, protection, and
lifecycle of cryptographic keys.

Bitdefender.

Solution

Offensive Security
Services including

pen testing and red
teaming, leveraging
threat intelligence from
the wider Bitdefender
organization and labs,
to help to uncover
misconfigurations and
vulnerabilities and
analyze the impact in
accordance with industry
methodologies

Bitdefender holds a number
of important certifications,
such as ISO 27001, issued
by a certification body in

the EU

GravityZone Full Disk

Encryption helps
organizations secure

data at rest using native
encryption mechanisms
for Mac and Windows

providing centralized key
management and simple
compliance reporting.

DORA - Regulation (EU)
2022/2554 Requirement

Commission Delegated Regulation (EU)
2024/1774, Title 2, Chapter 1, Section 4,
Art. 10

2. Thevulnerability management procedures
referred to in paragraph 1 shall:

(b) ensure the performance of automated
vulnerability scanning and assessments
on ICT assets, whereby the frequency
and scope of those activities shall be
commensurate to the classification es-
tablished in accordance with Article 8(1)
of Regulation (EU) 2022/2554 and the
overall risk profile of the ICT asset;

Commission Delegated Regulation (EU)
2024/1774, Title 2, Chapter 1, Section 4,
Art. 11

2. The dataand system security procedure
referred to in paragraph 1 shall contain all
of the following elements related to data
and ICT system security, in accordance
with the classification established in ac-
cordance with Article 8(1) of Regulation
(EU) 2022/2554:

(e) The identification of security measures to
ensure that only authorised data storage
media, systems, and endpoint devices
are used to transfer and store data of the
financial entity;

Bitdefender.

Solution

GravityZone Patch Management
enables organizations to perform

automated vulnerability scanning for

Windows, Mac, and Linux endpoints
and automated patch deployment
options and provides reporting
capabilities to support compliance
evidence collection.

GravityZone Device Control module
is available in GravityZone packages

and enables organizations to restrict
access to external devices based on

device type and connection type,
while also allowing for exceptions
based on Device ID or Product ID.

bitdefendexr.com


https://www.bitdefender.com/en-us/business/products/offensive-services
https://www.bitdefender.com/en-us/business/products/offensive-services
https://www.bitdefender.com/en-us/business/certifications
https://www.bitdefender.com/en-us/business/gravityzone-addons/patch-management
https://www.bitdefender.com/en-us/business/gravityzone-addons/full-disk-encryption
https://www.bitdefender.com/en-us/business/gravityzone-addons/full-disk-encryption
https://techzone.bitdefender.com/en/security-layers/prevention/device-control.html

Why choose

Bitdefender for
DORA compliance
and cyber resilience

10

Accelerate and simplify DORA com-
pliance — Take advantage of innova-
tive risk management and compliance
functionality to simplify meeting DORA
requirements.

Reduce costs and streamline secu-
rity with a comprehensive offering
Bitdefender offers a risk analytics, hard-
ening, prevention, protection, detection
and response platform, Cloud Security
Posture Management, MDR, and testing
services.

Go beyond ticking boxes for DORA
compliance — elevate cyber resilience
and risk management using the consis-
tently top-ranked GravityZone platform.

Partner with a trusted cybersecurity
leader - Bitdefender is a trusted global
cybersecurity leader, with headquarters
in the European Union.

Simplify DORA
compliance and
elevate cyber
resilience with
Bitdefender

Get in touch with one of our ex-
perts to find out how Bitdefender
can support your compliance to
DORA and other regulations and
boost cyber resilience with less
effort.

Legal Disclaimer for
using the Bitdefender
marketing content

The marketing content is owned by Bitdefender and its affiliates and
Is subject to copyright, trademark, patents and trade secrets and
other intellectual property rights under United States, foreign laws,
and international conventions.

All the information presented is provided AS IS, only for information
purposes. The marketing content presented implies no legal liability,
no express representations and warranties or any assumptions. You
have an obligation to have your own assessment.

Bitdefender and its affiliates retain ownership of the marketing con-
tent and all right, title, and interest, including all feedback provided,
modifications, derivative works, developments, improvements, en-
hancements, translations, and all intellectual property rights.

The marketing content can be used if prior authorized by Bitdefender
in written. Thereinafter You will have the following usage rights of
Bitdefender provided marketing content:

1.1 if such marketing content is limited to 250 characters (short
format), then such content can be reproduced “as is” (original mar-
keting content);

1.2 if such marketing content is larger than 250 characters (extended
format), then, a maximum of 30% of Bitdefender full marketing content
can be reproduced “as is” and the rest of the marketing content to
be published by Partner will have to be re-worded. Such re-worded
part shall not distort the purpose of the Marketing Content and shall
not bring any negative impact on Bitdefender image and brand.
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https://www.bitdefender.com/en-us/business/products/inquire/
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Trusted. Always.

Bitdefender is a cybersecurity leader delivering best-in-class threat prevention, detection, and response solutions
worldwide. Guardian over millions of consumer, business, and government environments, Bitdefender is one of the
industry’s most trusted experts for eliminating threats, protecting privacy and data, and enabling cyber resilience.
With deep investments in research and development, Bitdefender Labs discovers over 400 new threats each
minute and validates around 40 billion daily threat queries. The company has pioneered breakthrough innovations
in antimalware, IoT security, behavioral analytics, and artificial intelligence, and its technology is licensed by more
than 150 of the world’s most recognized technology brands. Launched in 2001, Bitdefender has customers in 170+
countries with offices around the world.
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