WHLLIX

PAMAALL

Centralized Management of Remote Access
for Employees and Third Parties

With the increase in remote work and outsourcing of activities,
external access has become essential to carry out IT administration
and maintenance tasks. WALLIX PAMA4ALL enables secure
privileged access from external sources, such as remote workers or
suppliers. WALLIX PAMA4ALL is easy to integrate and also helps you
to align security and compliance requirements with your digital
transformation.

Features & Capabilities

Reduce your Attack Surface
e Dedicate access for external

users through a single secured
HTTPS gateway.

e Protect OT and IT critical assets

with protocol break.

* Integrate with SSO or MFA
(through WALLIX Authenticator
or other providers).

e Grant temporary remote access

to third parties and remote
employees.

Control and Audit Activity

* Save recordings and audit all
user activity for all sessions.

* Monitor and audit external

access to all your bastions from a

single console.

Simplify External Access

* Take advantage of SSH/RDP
consoles embedded in a web
browser.

e Use multiple authentication
sources.

* Avoid fat client deployment
and maintenance.

Get started quickly and easily
with the PAM4ALL remote
access security module

¢ Native integration with the
client's web browser.

¢ Rapid deployment to
accelerate your digital
transformation.
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CYBERSECURITY SIMPLIFIED

Technical
Specifications

Strengthen your
security perimeter

® RDP and SSH over HTTPS
e Integrates with existing
identity providers through
SAML, X.509, Radius

e Compatible with WALLIX
Trustelem, an IDaa$ solution that
provides single sign-on (SSO),
identity federation and multi-
factor authentication (MFA)

e Ensures your compliance
with regulatory and legal

obligations

Operational efficiency

* No fat client

e Flexible HTMLS interface
providing RDP and SSH
consoles

e Dedicated Auditor profile
® Multi-tenant global search
across all bastions

e Click-on-query to watch

specific actions of a session




What Our Customers Say

“This product is very useful and easy to deploy. It is also
very easy to maintain. This solution helps to achieve
digital transformation.”

Data and Analytics Manager, Service Sector

“"WALLIX PAM4ALL meets our needs very well in terms of
access control.”

Infrastructure and Operations Manager
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About WALLIX

A software company providing cybersecurity solutions, WALLIX is the European
specialist in digital Identity and Access Security Solutions. WALLIX's
technologies enable companies to respond to today's data protection
challenges. They guarantee detection of and resilience to cyberattacks, which
enables business continuity. They also ensure compliance with regulatory
requirements regarding access to IT infrastructures and critical data. WALLIX
has a strong distribution network of more than 300 resellers and integrators
worldwide. Listed on the Euronext (ALLIX), WALLIX supports more than 2000
organizations in securing their digital transformation.

www.wallix.com

Benefits

®

SECURE
OUTSOURCING
AND REMOTE

WORKING

Apply the Zero-Trust
principle to external
privileged access

sl

ENHANCE
USER
PRODUCTIVITY

Maintain an optimal
user experience
through web
browser access

e

REDUCE
COSTS

Control your TCO

with an approach

without costly fat
clients
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