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Nextcloud Files

Product overview

Nextcloud Files gives organizations control over their data. Manage access to data across devices
and platforms, on-premise, on existing storage or with cloud storage. Communicate through secure

video and audio conferencing and leverage file sharing and collaboration capabilities, knowing your
privacy is protected.

Nextcloud Files integrates in your infrastructure, offering the extensibility and features you need

combined with the logging and fine grained control over file access and communication required in
regulated industries.
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Capabilities

Nextcloud Files offers you a fully on-
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Nextcloud Files Overview

» Seamless collaboration and communication built-in with support for calendar, contacts, mail,
secure video and audio conferencing and office document editing management systems

» Cloud federation: universal file access through a globally interconnected mesh of Nextcloud

instances without sacrificing any of the advantages in privacy, control and security an on-

premises cloud provides

Security

Powerful encryption
capabilities and a built-in
rule-based file access
control. Complemented
by strong password
policies, brute-force and
ransomware protection
and more.

Nextcloud Files Product Overview

Easy access

A modern and easy-to-
use web interface,
desktop clients and
mobile apps. Real-time
collaboration and instant
access to all data from
any device, anywhere!
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Deep integration

Access data from your
existing storage. Simple
configuration and
integration lower costs
and decrease risks while
leveraging existing IT

investments.
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Compliance

Nextcloud is designed with compliance in mind, providing extensive data policy enforcement,
encryption, user management, monitoring, logging and auditing capabilities - both on instance and
via dedicated 3" party tools.
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Healthcare and HIPAA GDPR compliant Auditing capabilities File access control
Organization
* Quickly find information using our search, » Deep integration with corporate
tagging and favourites functionalities infrastructure using LDAP, SAML 2.0 and

, Kerberos authentication, Windows Network
 Full-text search for supported file formats
Drive storage access and more

» Workflow engine delivering auto-tagging, file ‘ .
retention and file firewall capabilities * Supports both object and file based storage
either as primary or external storage

* File versioning

Security

Control is key to security. With Nextcloud, your IT department takes back control over its data,
managed under its policies and procedures.

Encryption for data at rest and in transit with support for external keys

State of the art browser security (CPS 3.0, same-site cookies, timing attack protections)
Security hardenings like brute-force protection, CSP and SCC

NIST compliant password policy

Software and hardware two-factor authentication
WebAuthn support, enabling password-less authentication and support for Windows Hello,
various FIDO2 keys and other authentication devices

Nextcloud Files Product Overview Page 3 of 10 Version: 8.5 (10.12.2020)



Integration

Nextcloud Dashboard

The Nextcloud Dashboard provides a great starting
point for the day, giving you an overview of your
upcoming appointments, urgent emails, latest chat
messages, incoming tickets, latest tweets and much
more. It can be extended by additional widgets from

the app store.

Online office document editors

The office integrations in Nextcloud empower your
users to collaborate on office documents with team
members in real time. The following solutions are
available:

e Collabora Online
« ONLYOFFICE
« Hancom Office

* MS Office Online Server

Sendent Outlook add-in

The Sendent Outlook add-in enables Nextcloud
customers to easily and securely send files, folders or
upload links to others from within Microsoft Outlook.
The add-in can replace attachments, automatically
uploading files to Nextcloud and inserting a secure link
in the email. It also makes it easy for users to provide
others with a secure file upload link.

Anti-virus integration
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Nextcloud Dashboard
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Sendent Outlook add-in

Checks for viruses at upload-time, notifies the user (on screen and/or via email) and removes the file

if it is infected. It supports:
+ ClamAV engine

 Kaspersky scan engine
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More integrations

Nextcloud can be extended via apps to support additional functionalities such as storage
mechanisms, authentication, password management. See the list of Supported apps in Nextcloud

Files. We continuously improve our product and add new capabilities in close collaboration with
partners and customers.

Nextcloud Enterprise Branding
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Capabilities
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Nextcloud offers client branding with Standard and Premium Enterprise
subscriptions.

Basic elements such as the logo and a single colour can be defined in
Nextcloud to customise your installation. Nextcloud GmbH provides a range of
possibilities for personalising Nextcloud Enterprise desktop and mobile clients
to match your corporate identity and to help your users get started with
Nextcloud Files in no time by using pre-configured sync clients.

As customers should stay in control of publishing the apps within their own
company account, we provide signed APK files for Android and a ready to
deploy Xcode project, which can be directly used to publish the apps to the
app stores.

Pre-configured server address for faster setup

Custom colors for applications and fonts

Custom visual assets

Custom logo and name in app drawer

Custom URLs for privacy policy and help page

Custom contact email address

Optional custom Push Proxy

Full control over release management and app store entry
Support for MDM solutions for mobile (Premium)
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Supported apps in Nextcloud Files

Accessibility

Activity

Admin audit log

Antivirus

Automated file tagging

Circles

Collaborative tags
Comments

Dashboard

Data Request

Default encryption module

Deleted files

External sites

Nextcloud Files Product Overview

Provides multiple accessibilities options to ease the use of
Nextcloud

Enables users to log actions related to their files in Nextcloud
and to view them online, in the clients or to receive updates via
email

Provides logging abilities for Nextcloud such as logging file
accesses or otherwise sensitive actions

Checks for virus at upload-time, notifies the user (on screen
and/or via email) and remove the file if it's infected

Automatically assigns tags to newly uploaded files based on
custom conditions

The circles app enables users to create their own groups of
contacts they frequently share with

Provides the ability to share tags among users
Files app plugin to add comments to files

The Nextcloud dashboard provides a useful overview that can
be customized with a huge range of app widgets

Enables users to request an export or deletion of their data.
According options are added to the personal settings section.
Administrators will be notified by email about the request.

Enabling this modules will encrypt all files transparently. The
encryption is based on AES 256 keys

Enables users to restore files that were deleted from their
account

Allows an admin to add a link in the web interface Apps menu
that points to an external website
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External storage

Federated file sharing

Federation

File access control

File retention
Files
PDF viewer

Files sharing

Files versions

Files video player

First run wizard

Flow Notifications

Full Text Search

Full text search - Elasticsearch

Platform

Full text search - Files

Nextcloud Files Product Overview
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Enables administrators to configure connections to external
storage providers, such as FTP servers, S3 or SWIFT object
stores, Google Drive, Dropbox, Nextcloud compatible servers,
WebDAV servers, and more

Provides file sharing across servers belonging to different clouds
supporting the Federated Cloud Sharing API

Allows an instance to connect with other trusted servers to
exchange user directories

Gives administrators finer-grained control over files and file
sharing by letting them define access rules and define
restrictions per group, upload size, client devices, IP address,
time of day or using regular expressions

Allows for automatic deletion of files after a given time
Provides the file management features. Cannot be disabled
Allows to display PDF files directly in the browser

Enables users to share files and folders within Nextcloud or
publicly via a link

Manages versions of a file which are automatically created at
each change

Allows to watch video files directly in the browser

Displays a pop-up window when a user first logs in using the
web client. This window welcomes new users to Nextcloud, and
contains links to the standard desktop and mobile clients

Enables users to configure notifications with customized
conditions

Core App of the full-text search framework for your Nextcloud

Extension to the Full text search app to communicate with
ElasticSearch

Extension to the Full text search app to index users' files
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Full text search - Files -
Tesseract OCR

Group folders

Guests

LDAP user and group backend

Log Reader

Monitoring

Nextcloud announcements
Notifications

Oauth 2.0

OpenlD Connect user backend

Password policy

Photos

Privacy

Nextcloud Files Product Overview

Nextcloud
Enterprise

Extension to the Full text search - Files app to OCR your
documents before index

Requires Tesseract to be installed

Admin configured folders accessible for everyone in one or
more groups.

Quota for each group folder possible.

Advanced permissions (ACLs) settable for each contained file or
folder, including rights inheriting

Allows for better collaboration with external users by allowing
users to create guest accounts.

Guest users can only access files shared to them and can't
create any files outside of shares.

Apps accessible for guests are limitable

Connects Nextcloud to a LDAP or AD user directory for
authentication and provisioning

A log reader for Nextcloud

Provides useful server information, such as CPU load, RAM
usage, disk usage, number of users, etc.

Can be connected to external systems
Brings the latest news of Nextcloud into your notifications
Notifies users about important events emitted by other apps

Allows OAuth2 compatible authentication from other web
applications

Allows configuring an OIDC server as Nextcloud user backend

Allows admin to define certain pre-conditions for passwords,
e.g. enforce a minimum length or a rotation period

Provides a dedicated view of all images in a grid, adds image
viewing capabilities to the files app and adds a gallery view to
public links

The privacy center shows you where your data is stored and
who can access it, either because you shared with them or
because they are administrators
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Provisioning API

Recommendations
Right click

Share by mail
Sharepoint

SAML/Shibboleth
authentication

Socialsharing

Support

Suspicious Login
Terms of service
Text

Theming

Nextcloud
Enterprise

Enables a set of APIs which allows external systems to remotely
manage users and groups, set quota, query storage usage, get
active applications and their details and to enable/disable them

Shows files for quick access of files/folders with recent activity
Provides a right click menu on files and folders

Share provider which allows you to share files by email
External storage support for Sharepoint

Authenticates user against a SAML backend, such as Shibboleth
or other SSO solutions such as Kerberos

Sharing via email, Facebook, Twitter and Diaspora

Allows direct access to help and consulting resources, dedicated
contact options to your account manager and an overview of
your enterprise subscription

Detect and warn about suspicious IPs logging into Nextcloud
Requires users to accept the terms before accessing data
Collaborative document editing for markdown and text files

Provides quick branding capabilities

Two factor backup codes A two-factor auth backup codes provider

Two-Factor TOTP Provider A Two-Factor-Auth Provider for TOTP (RFC 6238)
Two-Factor U2F A two-factor provider for U2F devices
Update notifications Displays update notifications to administrators

User status Users can set their status in the dashboard which is visible in
Talk and other apps

Viewer Allows to display image files directly in the browser, including a
slide show mode

Shows the weather status and forecast in the dashboard,
automatic location detection possible

Weather status

WebDAV Provides WebDAV endpoint
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Workflow engine Provides the engine needed for advanced management of files
via tagging. Cannot be disabled
Workflow external scripts Pass files on to external scripts depending on a defined set of

rules

Supported client applications

Nextcloud desktop sync client Windows 8.1 (32 bit & 64 bit)
Windows 10 (32 bit & 64 bit)
macOS 10.10+ (64 bit)

Linux (Applmage)

Nextcloud Files for mobile iOS 10+

Android 5+
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