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Portfolio
of Solutions

Consolidated security 
policy management for 
firewalls and cloud 
security groups to meet 
compliance standards, 
automate policy 
changes, and minimize 
risk.

Security Policy
Management

Monitor, alert, and 
respond to security risks 
in real-time across your 
public cloud 
infrastructure.

Cloud Security
Operations

Eliminate leak paths and 
improve visibility by 
finding and securing 
unknown, rogue, and 
shadow clouds, network 
infrastructure, and 
endpoints.

Cyber Asset
Management

Improve security operations. Improve security outcomes.
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Cyber Asset 
Manager

• Maintaining continuous security 
and compliance requires 
comprehensive visibility across 
your hybrid network.

• Without a true understanding of the 
scope of your assets and where all 
of your workloads reside, you’re 
unable to adapt and scale security 
measures as your environment 
grows, as your hybrid environment 
shifts, or as new threats are
detected.

See Everything
Real-Time Network Discovery and 
Mapping

Know Everything
Endpoint Identification

Identify the Gaps
Cyber Situational Awareness
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Why Bother with Discovery?

• Distributed workloads across on-premises networks and cloud platforms 
create new risks from an increasingly complex and expanding attack surface

• CIS Critical Security Control 1: Inventory and Control of Enterprise Assets
• Actively manage (inventory, track, and correct) all enterprise assets (end-user devices,  including portable and 

mobile; network devices; non-computing/Internet of Things (IoT) devices; and servers) connected to the 
infrastructure physically, virtually, remotely, and those within cloud environments ,  to accurately know the 
totality of assets that need to be monitored and protected within the enterprise.

• This will also support identifying unauthorized and unmanaged assets to remove or remediate.
Source: https://www.cisecurity.org/controls/inventory-and-control-of-enterprise-assets
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FIREMON

See
Everything

Real-Time Network Visibility

You can’t manage what you can’t see. 
In order to confidently protect your 
network, you need a complete and 
accurate inventory of all devices, 
connections, routes, and appliances 
that run on it.

FIREMON

The Only Real-Time Network Discovery Solution

• Real-time L2 and L3 device detection across on-premises networks and 
cloud environments

• Graphical representation of all devices and connections within and 
external to the network

• Deep investigation of networks and individual elements

• Full network dynamic discovery to supplement your existing 
vulnerability tools
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FIREMON

Know
Everything

Endpoint Identification

It only takes one unsecured device to 
grant an attacker access to your entire 
network. With threats ranging from 
stolen sensitive data to complete 
company immobilization, your 
organization needs a reliable and 
comprehensive view of what’s 
connected to your network.

FIREMON

Lightweight, Non-Invasive Identification

• Detection for cloud, virtual, physical, SDN, endpoints, operational 
technology (OT), and internet of things (IoT) devices

• Automatic device profile information

• The ability to group and highlight devices by attributes, types, OS, or 
vendor
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FIREMON

Identify
the Gaps

Cyber Situational Awareness

A lack of complete network visibility 
means attack surfaces go unchecked, 
increasing the likelihood of policy and 
segmentation violations and 
vulnerabilities that can lead to an 
attack. FireMon ensures you always 
know the current state of your network 
and are warned of critical security 
gaps, threats, and vulnerabilities as 
they happen.

FIREMON

Actionable Intelligence

• Find the ingress and egress points on your network, including rogue
and unauthorized internet connectivity

• Active, passive, and targeted discovery

• Real-time anomaly detection

• Custom notifications, thresholds, prioritization, and integrations
including SIEM CEF logging

• Patented Leak Path Detection
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FIREMON

Cyber Asset 
Manager

A Complete View of All Assets in 
a Hybrid, Multi-Cloud Environment

Improve visibility by finding and 
securing unknown, rogue, and 
shadow clouds, network infrastructure, 
and endpoints

SEE EVERYTHING – Real-time network discovery

KNOW EVERYTHING – Endpoint identification

IDENTIFY THE GAPS – Cyber Situational Awareness

Real-time active, passive, and targeted network and device discovery

Detect unknown, rogue, shadow clouds, and any other bad-actor devices with an IP address

Agent-less mapping, reporting, and visualization

Complete visibility of the entire network including configurations, route tables, leak paths, and NATs

Real-time event detection and alerts

Discover and warn of critical security gaps, threats, and vulnerabilities as they happen

Security management and perimeter breach detection

Ensure business policies are enforced and that interconnected networks are secure

50%
Endpoint Visibility 

Gap Identified

20%
Unknown Networks 

Identified

100%
Unauthorized

Forwarding Devices 
Identified



Improve Security Operations. Improve Security Outcomes.

Typical Cyber Asset Manager Projects...Business Triggers

Real-time risk / 

vulnerability management 

program

System of Record for 

Network State, Endpoint 

census

Merger / Acquisition

/ Divestiture 

Manufacturing 

IoT Visibility

Data Center Migration

to Cloud

Network Segmentation 

(e.g. NERC–CIP)

Healthcare - IoT/Medical 

Devices
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Cyber Asset Manager Key Capabilities

Monitor for every network 
and endpoint add/drop or 
path change especially at 

the edge/perimeter

Uncover unauthorized  
movement, segmentation 

violations and leak paths to 
lock down your perimeter 

Detect unauthorized  
flows, encryption,  

Zombies, C2 activity 
and other attack vectors

Gain a complete view of all 
assets across on-premises, 

virtual, cloud and hybrid 
environments in real-time

Eliminate 100% of  
your infrastructure  

blind spots

Identify differences 
between perception vs 

reality and compare known 
information to discovery data
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Competitors and Differentiators
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Limitations of Common “Discovery” Techniques

Competitor Techniques Used By Limitations

Agents

Credentials

Traffic Flow
(at network choke points)

• End Point Management
• Asset Management

• Vulnerability Management
• Network Modeling
• Network Device Management

• Network Access Control (NAC)

• Agent ports can be closed
• Not all devices can run agents
• Typically misses ~30%

• Creds = Access, not Discovery
• Typically misses ~30%

• Need to know ALL choke points
• Extensive deployment
• Typically misses ~50%
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FireMon vs. the Competition (Access ≠ Discovery)

Company Strategic Focus
No 

Credentials
No

Agents On-Premises Cloud
Active 

Discovery
Network  
Mapping

“Unknown” 
Discovery

Endpoint
Profiling

Real-Time Cyber 
Situational 
Awareness

Network 
Discovery & 

Asset Inventory

Cyber Attack 
Surface 

Management

Cybersecurity 
Asset 

Management 

Host 
Vulnerability 
Management

Endpoint 
Management 

Platform
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Cyber Asset Manager Key Points

• Accurate: Find all devices without needing to know they exist

• Scalable: Can scale and index extremely large IP Address Spaces (>10M)

• Fast: simplest possible methods allow for speed, “class A in a day”

• Non-disruptive: Lightweight, randomized, tunable requests with negligible 
network impact (moves in the “network noise”)

• Continuous: Automated re-discovery at configurable intervals

• Integrated: Share data with other solutions across security landscape with full 
API access to all data
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